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8.30 Arrival, beverages and pastries
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Jamie Randall

850 Presenta‘“ons and dISCUSSIOI’] . CTO at Cyber Essentials accreditation body IASME
9.50 Q&A
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Increase in Cyber-crimes

Cyber-crime is a global phenomenon which
affects everyone, from individuals and
employees to small and large organisations
and across all sectors. This includes fraud,
identity theft, phishing, hacking, malware and
distributed denial of service (DDoS) attacks.
These attacks are increasingly in the media as
they become larger and more prevalent.

Cost of a Data Breach

The global cost of
cybercrime will reach $2

~ trillion by 2019, a threefold

\
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increase from the 2015

estimate of $500 billion

SMB Struggles

60 percent of employees
use the exact same
password for everything

~ they access. Meanwhile,

63 percent of confirmed

\
' data breaches leverage a
weak, default or stolen
password.

Cybersecurity Spending

and Resources

Spending on cyber

insurance has swelled.,
' from $1 billion two years

ago to $2.5 billion in 2016.

A New Zero-Day
Vulnerability Discovered
Every Week'in 2015
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Advanced attack groups
continue to profit from
previously undiscovered
flaws in browsers and
website plugins.

In 2015, 54 zero-day
vulnerabilities were
discovered.

7 Days Total Time
of Exposure?

in 2015

4 of the top 5
exploited zero-days

Are Phasing &
Out Support &
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https://www.juniperresearch.com/press/press-releases/cybercrime-cost-businesses-over-2trillion
http://www.forbes.com/sites/stevemorgan/2015/10/16/the-business-of-cybersecurity-2015-market-size-cyber-crime-employment-and-industry-statistics/2/#4be1a74c4e68

Not Why, but why wouldn’t you

When you're a home owner you shut your front door, you lock your
windows and if you have one you put your alarm on.

However, in reality burglars can still get in, they can break your windows,
and they can push down your doors and they can cut your alarm - but no
one can say you didn’t try to protect your house.

As home security is your minimum responsibility as a home owner Cyber
Essentials is your minimum responsibility as a business owner. Who
would want to insure your possessions or let you be responsible for their
possessions if you don’t shut your windows or lock your doors?
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) TalkTalk hit with record £400k fine ove
Real life example cvber-attac

Take Talk for example, a large reputable company, a brand people could trust, recently being fined
£400k by the ICO for a losing data from an internet facing database that was not patched, just
simple patch management and yet they didn’t implement it and got fined.

We get caught up in new technologies and buzz words but yet if you implement simple, good
practice controls such as patch management, hardening/secure configuration, firewalls and internet
gateways, access control, anti-malware, and patch management. Along side regular user
awareness campaigns then you’re already 80% there.

Cyber essentials is not a silver bullet, it has never professed to be, however it's doing your

homework, it's effectively the same as checking your doors and windows are locked before you go
out.

-
The information commissioner, Elizabeth Denham, said: “TalkTalk’s failure loe

implement the most basic cyber security measures allowed hackers to penetra
TalkTalk’s systems with ease.
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Lloyds Markets

Lloyds is the global centre for cyber insurances

+ Joint initiatives between government and the
insurance sector to help firms get to grips with
cyber risk; to establish cyber insurance as part of
firms’ cyber toolkits and cement London as the
global centre for cyber risk management.

+ It aims to make the UK a world centre for cyber
security insurance.

Insurers support shows the success of
Government’s Cyber Essential Scheme. They
recognise having Cyber Essentials certification
is a valuable indicator of a mature approach to
cyber security in SMEs that contributes to the
reduction of risk

Participating insurers will include the Cyber
Essentials certification as part of their cyber
risk assessment — Is this mandated?

“Eating ones own dog food”

LLOYDS

Cyberrisk

Digital technology is constantly eyolviné.. So
too are the threats it poses to business.f’*

-

Cyber is one of the most Arisk you can'tignore
complex and critical risks Protection you can trust
businesses face today.

Lloyd’s cyber insurance

can help protect business

in this environment. |||

il

Why buy cyber insurance at Cyber products at Lloyd's

yber risk insurers

See how Lloyd's can help View Lloyd's cyber products

Lloyd's cyber risk insi¢
Lloyd's provides insight on the chal

cyber risk and how insurance can hj

Download Lioyd's cyber repoj
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Cyber attacks are inevitable

If someone want’s your data they will take it, don’t fool yourself
into thinking that you’ll never have your data taken, if it's an APT
(advanced persistent threat) assume you've already have been
breached.

Most of the money lost in an attack not just through the actual
data lost but also through

» Reputational damage or the
« Ransom paid to stop the leak / attack.

Can you imagine trying to justify a loss in a burglary to your
insurer when you left your doors and windows open. It's the
same if you experience a breach and are found lacking in basic
controls.
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Why GDPR is so important...It has sharks teeth

» General Data Protection
Regulation (GDPR) (Regulation dat i
(EU) 2016/679) ata pofice

« European Parliament, will
strengthen and unify data
protection for individuals within
the European Union (EU).

GDPR: Do not resist! Unless you want a visit from the

* Fines for groups of companies
of to €20m or 4% of annual
worldwide turnover, whichever
IS greater — far exceeding the
current maximum of £500,000.

« 25" May 2018
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